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ABSTRACT

The integration of data provenance and blockchain, in accor-
dance with international health standards, was demonstrated to
enhance patient data management through seamless integration
with health information systems (u1s). This study built upon the
findings of previousresearch conducted by the same authors, with
the objective of conducting a more comprehensive and in-depth
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analysis. In terms of methodology, this research was a basic study
characterized as a bibliographical and exploratory investigation
with a qualitative approach. The analyses carried out, based on
related work, focused on the relationships between the main ap-
plications of data provenance in conjunction with the intrinsic
characteristics of blockchain technology. These aspects were ex-
amined in the context of H1s, which made it possible to identi-
fy the international data interoperability standards specifically
adopted in electronic health records (EHRs) and personal health
records (PHRs). The primary outcomes of this study included the
identification of the relationships between the primary applica-
tions of data provenance and the characteristics of blockchain,
with a particular focus on His. Additionally, the analysis of the
literature on data provenance and blockchain technology led to
the recognition of the main interoperability standards. This cul-
minated in a reflective synthesis of the findings. A comprehensive
analysis of the results, grounded in the identified fundamental
elements, yielded significant insights into the integration of data
provenance and blockchain technology within the His, particu-
larly in the context of EHR and PHR.
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1 INTRODUCTION

The health sector has been identified as a primary beneficiary of
communication through information systems (1s) and informa-
tion and communication technologies zCT). These technologies
have been found to support and record actions in the health con-
text, encompassing operational, managerial, and decision sup-
port functions (World Health Organization, 2008). Consequently,
the integration of 1cT by competent health professionals is hy-
pothesized to facilitate the enhancement of national health
systems (Weerakoon & Chandrasiri, 2023). In this scenario, it is
understood that such technologies enable the consolidation of
a technological ecosystem focused on promoting human health,
playing a central role in the digital transformation of care sys-
tems and the personalization of health services, as in the case of
Health Information Systems (u1s), defined as “data, information,
and knowledge processing systems in healthcare environments”
(Haux, 2006). The global health sector is marked by an escalat-
ing volume of data pertaining to patient care requirements (Dash
et al., 2019). This augmentation in data production encompass-
es hospital records, examination results, devices that are part
of the Internet of Things (IoT), and other medical data (Dash et
al., 2019). At present, we are confronted with an immense inun-
dation of data pertaining to a myriad of aspects of life, with a
particular emphasis on the healthcare sector. As in other fields,
healthcare organizations have been producing data at an accel-
erated pace, which brings both significant benefits and challeng-
es. Technological advances have led to exponential data genera-
tion, which has made its management a complex task, especially
when using conventional technologies. This complexity is fur-
ther compounded in the context of 10T devices, whose structures
are guided by user-centered design (Dash et al., 2019; Samuel &
Garcia-Constantino, 2022).

In this context, the growing demand for managing large
volumes of data in H1s has led to the adoption of computational
strategies that enable the historical processing of this informa-
tion. Examples of such strategies include data provenance and the
use of blockchain. The primary application of blockchain tech-
nology is tracking provenance, as it provides robust mechanisms
to ensure the integrity and security of databases associated with
provenance information (Greenspan, 2016). Data provenance is
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a critical process for providing a comprehensive view of the data
utilized in 1s, with an emphasis on identifying its origins and the
transformations it has undergone over time. This approach has
been applied in various computational contexts, with a particu-
lar emphasis on the health domain (Sembay et al., 2020). In re-
cent years, there has been a notable increase in the application of
data provenance in scientific research focused on health-related
fields, encompassing a diverse array of experiments. The tech-
nologies employed in this domain have demonstrated substantial
and encouraging outcomes (Sembay et al., 2021). In this scenario,
data provenance establishes itself as a fundamental foundation
for ensuring the quality of medical data, as well as for strength-
ening the protection of patient privacy (Margheri et al., 2020).

In the domain of healthcare, blockchain technology has
emerged as a reliable and consensus-based distributed ledger
solution, enabling the development of interoperable, auditable,
and secure systems (Swan, 2015). In the healthcare sector, its im-
plementation entails the management of access to and dissem-
ination of sensitive data, the enhancement of service transpar-
ency and auditability, and the assurance of data interoperability,
among other pivotal applications (Monteil, 2019). Moreover, ac-
knowledging the identified lacuna in the extant literature con-
cerning the integration of data provenance and blockchain in
HIs, this study endeavored to address three fundamental in-
quiries: (1) What are the conceptual and practical relationships
between data provenance and blockchain technologies? (2) To
what extent can the integration of data provenance mechanisms
with blockchain contribute to the effectiveness, security, and in-
teroperability of His? and (3) What types of data interoperabil-
ity patterns can be observed in the joint use of data provenance
and blockchain in H1s? These inquiries were addressed through
an analytical process encompassing a theoretical review and an
evaluation of practical applications within the framework of H1s.
The objective of this article is to extend the research of Sembay et
al. (2022). Sembay et al. conducted a study on the combined use of
data provenance technologies and models and blockchain tech-
nologies employed in H1s, specifically in electronic health record
(EHR% and personal health record (PHR).

It is hypothesized that this study will facilitate a more com-
prehensive examination of the preceding study by Sembay et
al. (2022) on the primary applications of data provenance, as
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delineated in the research of Simmhan et al. (2005), in conjunc-
tion with the characteristics of the blockchain as expounded by
Sultan et al. (2018). This examination aims to ascertain the po-
tential relationships between these two technological entities.
Furthermore, the analysis was expanded in relation to the related
work presented by Sembay et al. (2022), which addresses the joint
application of data provenance and blockchain in the context of
EHR and PHR. This expansion facilitated a more profound com-
prehension of the subject matter and enabled the identification
of the predominant health data interoperability standards that
have been adopted in these studies. To complement this expan-
sion of the analysis initially developed by Sembay et al. (2022), an
analytical synthesis was drawn up that makes it possible to re-
flect on the relevance of the elements identified, further broaden-
ing the understanding of the integrated use of data provenance
and blockchain in EHR and PHR systems. Concurrently, the extant
literature on the subject was expanded, thereby providing a more
comprehensive basis for understanding the topic. Subsequent
to this introduction, the literature review is presented, followed
by the outline of the methodological approach. The results of the
study are subsequently presented, summarized, and discussed.
The paper concludes with a summary of its key points and a list
of references.

1.1 Literature review

The literature review examines the concepts of His and data in-
teroperability, with a particular emphasis on data provenance
and blockchain technology. The text undertakes an examina-
tion of the primary provenance models, their applications in
the health context, and their integration with standards such as
Health Level 7 (1L7) Fast Healthcare Interoperability Resource
(FHIR) and World Wide Web (W3C) prov. The role of blockchain
in H1s interoperability is also presented, highlighting its charac-
teristics and applications. Consequently, studies integrating data
provenance and blockchain in H1s scenarios are presented.
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1.1.1 Health information systems

Health information systems are comprehensive platforms de-
signed to collect, process, communicate, and utilize essential
health data to enhance the efficiency and effectiveness of health-
care services. These systems play a crucial role in supporting
management and decision-making across all levels of the health-
care sector. Health information systems are being increasingly
adopted in various domains, ranging from administrative func-
tions to clinical decision support (Sembay & Macedo, 2022). By
generating high-quality and relevant information, they contrib-
ute significantly to the planning, execution, and evaluation of
health programs (Haux, 2006; World Health Organization, 2004).
Health information systems has been increasingly adopted across
the globe to enhance hospital efficiency, the quality of service,
and patient satisfaction (Cesnik & Kidd, 2010). They can also be
regarded as a system of information, integrating the collection,
processing, communication, and utilization of critical informa-
tion. The purpose of this integration is to improve the efficiency of
health services by means of enhanced management in all health
sectors. This system has been demonstrated to produce relevant
information of superior quality to support the management
and planning of health programs (Haux, 2006; World Health
Organization, 2004). The broad categorization of H1s can be sub-
divided into two primary classifications: systems dedicated to the
recording of individual-level health data, and systems focused
on the aggregation of data for decision-making and information
governance, which is colloquially referred to as health informa-
tion management systems (Dehnavieh et al., 2018). It is imper-
ative to underscore that His facilitate the digitalization of all
patient-related information, thereby enhancing the quality and
efficiency of healthcare delivery (Al Jarullah & El-Masri, 2012). In
this regard, H1s are characterized as a computerized system for
collecting, storing, and retrieving information concerning indi-
viduals involved in the healthcare domain—including patients,
physicians, nurses, and other professionals responsible for gen-
erating clinical and administrative data. This process is executed
across both local and national contexts, irrespective of whether
the environments are integrated or distributed (Andargolia et al.,
2017; Robertson et al., 2010; Sligo et al., 2017). Regarding this, we
point out some of the main existing H1s, which are as follows:
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. Electronic health record (EHR): This refers to the concept
of a comprehensive, interinstitutional, and longitudinal
electronic record of patient health data. This type of record
includes not only information directly related to medical
assessment and treatment but also data relevant to an in-
dividual’s overall health status (Hoerbst & Ammenwerth,
2010). It is imperative to acknowledge that discourse per-
taining to EHRs frequently pertains to the Health Insurance
Portability and Accountability Act (H1pAA), a Us federal
statute promulgated in 1996, initially conceived to safeguard
health insurance coverage for employees and their depen-
dents (Annas, 2003).

. Personal health record (pHR): These are health records that
are frequently created and managed by the patients them-
selves. They may be desktop-based, web-based, or accessible
via mobile devices such as smartphones or portable storage
units (Liu et al., 2011).

. Learning health system (Lus): This is a system designed to
collect, share, and utilize health data to rapidly generate
knowledge and support transformative decision-making
that contributes to improved health outcomes. The system’s
operational framework is characterized by its ability to
adapt to varying demands, a capability facilitated by its in-
tegration of technology, processes, and policies (Friedman
etal., 2015).

. Healthcare monitoring system (Hms): This focuses on health
monitoring through the application of wearable and envi-
ronmental sensors. These sensors have been developed for
the purpose of collecting health-related data in patients’ or
users’ everyday environments (Korhonen et al., 2003).

. Clinical research information system (cris): This is a soft-
ware system designed to support clinical research. The pri-
mary objective of cris is to reduce the costs of scientific
studies. cr1s integrates clinical care, research data collec-
tion,) and support for hospital operations (Nadkarni et al.,
2012).
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6. Hospital information system (H1s): In this context, the H1s
can be identified as a computerized information system in-
stalled in a hospital environment with the objective of re-
cording patient information, thereby enabling its dissemi-
nation to all sectors of the hospital that require it. An His is
designed to support multiple functionalities, including pa-
tient care management and hospital administration, cover-
ing six distinct purposes: patient management, department
management, clinical documentation, clinical decision sup-
port, financial resource management, and healthcare man-
ager support (Ismail et al., 2010).

7. Radiology information system (ris): This emerged with
the implementation of computers in hospitals, when it was
recognized that they could be used as an aid in the field of
radiology (Bakker, 1991). A r1s is a specialized software de-
signed to facilitate the management of radiology depart-
ments. It enables the reception of interpretations and the
generation of patient lists. This system has the capacity to
generate historical reports from radiologists and frequently
transmits the final report to the H1s (Honeyman, 1999).

8. Laboratory information system (L1s): This is defined as a
set of interconnected software applications designed to
manage information within a clinical analysis laboratory.
These applications may address technical, operational, ad-
ministrative, managerial, or a combination of these aspects,
with the overarching objective being the effective manage-
ment of data within the laboratory setting. It is imperative
to conceptualize it as an entity independent of laboratory
automation systems (LAs), with which it can establish a
relationship of profound intimacy, bordering on symbiosis.
However, for the purpose of ascertaining its true purpose,
it is essential to disengage from these systems. Laboratory
automation, in turn, can be conceptualized as a component
of the LAs, a comprehensive framework encompassing the
management of process activities involved in the oversight
of laboratory equipment and instruments, sample control,
and analytical processes (Blick, 1997).
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9. Picture archiving and communication system (pacs): This
system consists of interconnected subsystems that utilize
computer networks for the acquisition, storage, and visual-
ization of images and data. The complexity of these systems
can range from a rudimentary integration with a modality
and a visualization station, accompanied by a modest da-
tabase, to a sophisticated system that oversees the manage-
ment of medical images across a medium or large hospital
(Zhang et al., 2003). In essence, Law and Zhou (2003) offer
a concise definition of the pacs as an information technol-
ogy system responsible for the transmission and storage of
medical images. They assert that a PAcs comprises interface
components for H1s/R1s, imaging modalities such as digital
imaging and communications in medicine (p1com), storage
control, and viewing stations.

These HIs are implemented in various countries and play a cru-
cial role in managing numerous processes related to health data.
By facilitating the aggregation, storage, dissemination, and ex-
amination of clinical and administrative data, these systems
substantially enhance the efficacy, precision, and coherence of
healthcare administration. The implementation of these tools
has been demonstrated to facilitate enhanced decision-making
processes, improve patient care, and promote interoperability
among healthcare institutions.

1.1.2 Data interoperability in HIS

The necessity for interoperability standards between His is in-
trinsic to facilitate communication and exchange of health data,
thereby establishing mechanisms for interoperability among dis-
parate health platforms. Therefore, for His to fulfill their role, it
is essential that they possess computational tools capable of ex-
ecuting and mediating the entire process of interoperability of
health data. In this sense, some of the most used interoperability
standards in different H1s are as follows:

1. picom: This was developed through a collaborative ef-
fort between the American College of Radiology (aAcr)
and the National Electrical Manufacturers Association
(NEMA). DICOM is an object-oriented standard that defines
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information objects, services, and classes of services that
perform these services. Each device is equipped with a set
of predetermined objects that are designed to recognize the
file and facilitate access to it and the associated services.
Additionally, these objects enable the negotiation process
between two devices to determine which one should transfer
the image. The picom standard has been adopted by med-
ical equipment manufacturers and healthcare informatics
systems developers as the standard for exchanging images
in a digital format (Honeyman, 1999; Mildenberger et al.,
2002; Oosterwijk, 2002).

2. HL7 FHIR: Achieving software interoperability in the
healthcare domain is possible through the implementation
of consistent standards, such as HL7, a standards develop-
ment organization that facilitates the exchange, integration,
sharing, and retrieval of healthcare information. In this re-
gard, the FHIR created by HL7 is another significant stan-
dard that describes data formats and elements, as well as an
application programming interface for interoperable EHR
exchange. Consequently, HL7 FHIR has been established as
a standard that defines resources, including content defini-
tions, architecture, models, and paradigms for exchanging
health information (HL7 International, n.d.).

3. Integration of the healthcare enterprise (1HE): It was initi-
ated in November 1998. 1HE is a high-level information mod-
el designed to facilitate adaptations to the HL7 and picom
standards. The initial objective of 1HE was to establish and
promote the utilization of standards, with the aim of en-
suring the compliance of equipment and 1s. This initiative
was designed to enhance the efficiency of daily clinical op-
erations (Huang, 2019). Consequently, the 1HE makes an
effective contribution to all health professionals, who can
signal the main instances that emerge daily in the range of
vision of their activities. While originally specified for ra-
diology, the current objective is to establish rules for identi-
fying and resolving the challenges that hinder the effective
and functional integration of His. This initiative involves
collaboration with medical specialists and information
technology professionals. The technical architecture of the
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1HE delineates a common language, vocabulary, and mod-
el using picom and HL7 to complete a well-defined radio-
logical suite and clinical transactions for specific services
(Bernardini et al., 2003; Huang, 2019). The objective of the
IHE is to furnish the end user with enhanced access to crit-
ical and clinical patient information stored in all systems
connected to a hospital network. The overarching aim is to
facilitate efficiency, prognosing and integrating functional-
ities between incompatible systems (Boochever, 2004).

. Extract-transform-load (eTL): This refers to a widely used
process for integrating data from multiple sources or appli-
cations, including those from different domains. Extraction,
transformation, and loading constitute a data management
method comprising three primary phases, with the objective
of preparing data for operational or analytical use. The ex-
tracted data is typically loaded into a target database, such
as a data warehouse, especially for operational analytics
(Bansal, 2014). The following stages comprise the fundamen-
tal phases of the process: Extract: The initial phase of the
process is defined as the extraction of data from relevant
data sources. These sources may be in flat file formats such
as (.csv), (.xls), and (.txt), or accessed via a REsTful client.
Transform: During this stage, the extracted data are cleaned
and converted to comply with the schema of the target da-
tabase. Common transformation tasks include data nor-
malization, duplicate removal, integrity constraint checks,
filtering based on regular expressions, data sorting and
grouping, and the application of built-in functions as need-
ed. Load: The final phase of the process involves loading the
transformed data into a data warehouse. This is typically
done to support Big Data environments and large-scale data
analysis (Bansal, 2014).

. Cross enterprise document sharing (xps): This address-
es the need for the registration, distribution, and access
across health enterprises of patients’ clinical information
(Noumeir & Renaud, 2010).

. HL7 clinical document architecture (cpa): This is a set
of guidelines that define the syntax rules and provide a
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fundamental framework for implementing the semantics of
a clinical document. This facilitates the electronic exchange
of clinical documents (Dolin et al., 2001).

1.1.3 Data provenance

Data provenance, as defined by Buneman et al. (2001), refers to
the complementary documentation associated with a specific
dataset. This documentation captures information about how,
when, and why the data were generated, as well as by whom. This
metadata plays a crucial role in ensuring the quality, authentic-
ity, and trustworthiness of data by enabling the identification of
their origin, the detection of potential errors, and the attribution
of data sources (Margheri et al., 2020). Additionally, data prove-
nance can be defined as a set of descriptive records that trace the
historical derivation of a data product from its original sources.
It is widely recognized as a fundamental element for ensuring
the reproducibility of results, facilitating data sharing, and pro-
moting the reuse of knowledge within the scientific community
(Freire et al., 2008). In addition to its pertinence in scientific re-
search, data provenance has also gained significance in domains
such as healthcare, finance, and artificial intelligence (a1). In
these fields, transparency, traceability, and accountability are
paramount for compliance, auditing, and ethical data use. A
fundamental aspect of data provenance is causality, which per-
tains to the description of the process—along with its input data
and parameters—that results in the creation of a final dataset.
This component is responsible for the documentation of process
dependencies, thereby facilitating both the reproduction and
validation of data workflows. According to Freire et al. (2008),
prospective provenance specifies the intended steps to generate
a data product (e.g., processes, workflows, or scripts), while ret-
rospective provenance captures the actual execution, including
system settings, inputs, outputs, and runtime parameters. In
summary, prospective provenance delineates the recommended
course of action, while retrospective provenance documents the
actions that have been executed. This provides a foundational
framework for transparency and reproducibility.

In general terms, the operation of data provenance involves
tracking the movement and transformation of data during the
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execution of queries and programs. In the event of such opera-
tions, data are transferred from one database to another, and a
description of the relationships and processes involved is gen-
erated (Tan, 2008). In this context, data provenance is a critical
element, as it facilitates the tracking of data origins, the docu-
mentation of its trajectory across various sources, and the iden-
tification of transformations and dependencies (Simmhan et al.,
2005). This tracking capability is imperative for ensuring data
transparency, auditability, and reliability, particularly in com-
plex data environments.

1.1.3.1 Data provenance: Main models

To ensure the successful provenance of data in a variety of ap-
plication scenarios, the creation of models will be undertaken.
Consequently, initiatives to represent provenance through infor-
mational resources in general commenced with discussions on
the construction of the open provenance model (opm) in 2006,
at the first International Provenance and Annotation Workshop
(1paw) (Moreau, 2006). The proposal of opm was to define a data
model that is open from an interoperability point of view, but
also with respect to the community of its contributors, reviewers,
and users (Moreau et al., 2009; Open Provenance Model, 2010).
The opm model aims to illustrate the causal relationship between
events that impact objects (digital or otherwise) and to elucidate
this relationship through a directed acyclic graph (Moreau et al.,
2009; Open Provenance Model, 2010). Consequently, researchers
studying opm, in collaboration with the W3C provenance work-
ing group, have advanced their research to a new model called
PROV (Moreau et al., 2011). According to Groth and Moreau (2013),
the Prov document family delineates a model, serializations,
and other essential supporting definitions that facilitate the ex-
change of provenance information in heterogeneous environ-
ments, such as the Web. The prov family of documents compris-
es four recommendations: the PRov Data Model (PrRov-DM), the
prOV Ontology (pPrOV-O), the Provenance Notation (PrROV-N),
and Constraints of the PrRov Data Model (PROV-CONSTRAINTS)
(Gil & Miles, 2013; Moreau & Groth, 2013).
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1.1.3.2 Data provenance in a general health context and in HIS

The application of data origin is evident in a wide range of health
scenarios, which present challenges in data treatment structures.
A notable example is the study by Alvarez et al. (2006), where the
application of provenance occurred in the context of organ trans-
plant administration and distribution. The work describes the de-
velopment of a service-oriented architecture using provenance
in medical systems to assist in the decision-making process of an
organ transplant. As delineated in Li et al. (2008), an additional
initiative that functions in conjunction with health data sourc-
es is the Center for Pulmonary Immunity Modeling. This initia-
tive was established through a collaborative effort between the
University of Pittsburgh, Carnegie Mellon University, and the
University of Michigan. This project entailed the conceptualiza-
tion and development of a data distribution platform, Dataxs,
which facilitates the dissemination of experimental data, anal-
yses, and models to participating projects. This project utilizes
provenance to maintain a record of the data’s provenance, rather
than the methodology by which the data were processed. In a re-
cent study, Werder et al. (2022) reported concerns about the prov-
enance of data related to applications of A1 recommendations in
healthcare. In their study, the authors describe several notable
examples, including the use of provenance techniques integrated
into EHR systems to predict sepsis, a potentially life-threatening
condition in which the body’s response to an infection can re-
sult in damage to its own tissues. They also discuss the applica-
tion of data auditing, a practice that can be facilitated by data
provenance. This allows healthcare organizations to evaluate
the data used to train A1 systems and identify potential diseas-
es. Furthermore, they explore the potential of data provenance in
health services to enhance understanding of the crucial factors
that influence the output of a trained algorithm, such as recom-
mending a specific diagnosis or treatment to the relevant parties.
It is imperative to underscore that, within the health con-
text—particularly in H1s, the tracking of health data provenance
empowers patients to maintain complete autonomy over the uti-
lization of their secondary personal data. In essence, this initia-
tive fosters transparency by providing patients with information
regarding the utilization of their data in various contexts, includ-
ing public health surveys, clinical trials, and other health-related
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initiatives (Margheri et al., 2020). Current health systems uti-
lize intricate mechanisms to manage provenance, implement-
ing security measures to ensure the authenticity of data sourc-
es. However, these approaches are not without their limitations.
They are dependent on trusted third parties and are vulnerable to
semantic interoperability challenges arising from heterogeneous
records maintained by different organizations (Margheri et al.,
2020). However, it is imperative to underscore that a multitude
of methods, models, and methodologies of data provenance are
associated with a diverse array of computational technologies, as
delineated in extant literature, to address the particular techno-
logical imperatives of Hi1s. In this context, the application of data
provenance—independent of the His —provides a fundamental
framework for data assessment and verification, thereby ensur-
ing reliability and reproducibility.

1.1.3.3 Data provenance contributing to interoperability
in HIS: HL7 FHIR based on W3C PROV

In the context of data provenance in HIs, it is imperative to un-
derscore that interoperability stands as a pivotal factor to be ob-
served for the optimal functioning of these systems, as it remains
a significant challenge that persists. In this sense, HL7 FHIR uti-
lizes provenance as a resource, indicating clinical significance
in terms of confidence in the authenticity, reliability, complete-
ness, and lifecycle stage of health data (L7 International, n.d.).
Consequently, HL7 FHIR is predicated on the W3C proV specifica-
tion, which delineates mappings of data provenance features. The
W3C prov provides design and implementation means to share
semantically interoperable provenance attributes. Moreover,
prominent health organizations such as 1HE and HL7 endorse
the W3C prov (Margheri et al., 2020). The W3C prov has been
established as the prevailing standard for the representation of
interoperable provenance information, having been adopted by
HL7 FHIR (Kohlbacher et al., 2018).

1.1.3.4 Main applications of data provenance for the context of HIS
It is important to note that the concept of data provenance can

be applied to a variety of scenarios, including those in the field
of health (Cameron, 2003; Pearson, 2002; Sembay et al., 2021). A
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considerable body of research in the domain of data provenance
has given rise to the development of a taxonomy for the catego-
rization of these efforts, as outlined by Simmhan et al. (2005). As
demonstrated in the work of Simmhan et al. (2005), provenance
systems can be constructed to function in various ways, exhib-
iting distinct characteristics and operations. Consequently, this
study operates under the assumption that a component of the tax-
onomy delineated by Simmhan et al. (2005) is indispensable for
the examination of the relationships under consideration herein.
Data provenance has been shown to have a substantial impact on
applications within the context of Hi1s, as summarized by Goble
(2002):(1) Data quality: lineage can be employed to assess data
quality and reliability based on the original data and its trans-
formations (Jagadish & Olken, 2004). Additionally, it can serve as
proof of data derivation (Silva et al., 2003). (2) Audit trail: prov-
enance enables the tracking of audit trails, determining data
usage, and detecting errors in data generation (Galhardas et al.,
2001; Greenwood et al., 2003; Miles et al., 2005). (3) Replication
recipes: detailed provenance information facilitates the replica-
tion of data derivation processes, helps maintain data currency,
and acts as a guide for reproduction (Foster et al., 2003; Miles et
al., 2005). (4) Attribution: provenance or pedigree can establish
copyright and data ownership, enable proper citation, and as-
sign responsibility in cases of erroneous data (Jagadish & Olken,
2004). (5) Informational: a common use of lineage metadata is
to support data discovery through queries and browsing, provid-
ing contextual information necessary for data interpretation. It
is important to emphasize that a deeper understanding of data
provenance applications, combined with other emerging tech-
nologies, is essential to uncover new opportunities and fully ex-
ploit their potential.

1.1.4 Blockchain

Blockchain is fundamentally a distributed data structure, fre-
quently referred to as a “public ledger,” in which all confirmed
transactions are stored in data units known as blocks. Each block
in the blockchain contains a reference to the previous block, ar-
ranged in chronological order. This arrangement creates a con-
tinuous chain that constitutes the blockchain. This chain grows
progressively as new transactions are appended to the ledger.
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To guarantee the integrity and immutability of the data, block-
chain employs asymmetric cryptography, which prevents the al-
teration of previously recorded blocks (Tian, 2016). Blockchain
is an emerging technology that has caused a paradigm shift in
various fields on a global scale. The concept was introduced in
2008 with the publication of the white paper “Bitcoin: A Peer-
to-Peer Electronic Cash System,” which popularized the concept
alongside the creation of the Bitcoin cryptocurrency (Nakamoto,
2008). Despite its growing adoption, blockchain remains a com-
plex concept, with multiple definitions emphasizing different as-
pects of the technology. Swan (2015) categorizes the evolution of
blockchain into three distinct phases: (1) Blockchain 1.0: focused
primarily on cryptocurrency applications, such as Bitcoin; (2)
Blockchain 2.0: expanded applications beyond simple curren-
cy transactions to include various types of contracts, such as
those related to stocks, loans, mortgages, securities, and smart
contracts; (3) Blockchain 3.0: encompasses broader applications
extending into domains such as government, healthcare, science,
literature, culture, and the arts.

From a technical perspective, blockchain technology fa-
cilitates the establishment of a shared, secure, and immutable
digital record that chronicles the history of transactions among
nodes within public or private peer-to-peer networks. In the con-
text of a transaction, it is imperative that a consensus among all
network nodes is achieved to validate and record the transaction.
The fundamental purpose of blockchain technology is to establish
a decentralized accounting mechanism for transactions, thereby
enabling the registration, verification, and transfer of various
contracts and assets without the necessity of intermediaries or
centralized authorities (Swan, 2015). Beyond its initial imple-
mentation in cryptocurrencies, the decentralized and tamper-re-
sistant characteristics of blockchain have facilitated the develop-
ment of transformative applications in domains such as supply
chain management, voting systems, identity verification, and se-
cure medical record-keeping. The potential of blockchain to en-
hance transparency, security, and trust has led to its recognition
as a foundational technology for the future digital economy.
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1.1.4.1 Blockchain in a general health context and in HIS

The potential of blockchain technologies to provide a unique
solution for health care is significant. The broad applicability of
this technology signifies its potential for integration into diverse
facets of medical devices, thereby fostering advancements in
various domains of health care. The healthcare sector has seen a
mounting demand for blockchain technologies, with established
industry players actively exploring novel applications of block-
chain to address critical needs (Deloitte, 2018). One of the hall-
marks of blockchain, known as immutability, is particularly vital
for the storage of health data. This technology has the capacity to
safeguard health records and clinical trial results, thereby ensur-
ing regulatory compliance. The utilization of smart contracts ex-
emplifies the application of blockchain technology in facilitating
real-time patient monitoring and medical interventions (Griggs
et al., 2018). In the domain of health care, blockchain technology
exhibits considerable promise in its capacity to disrupt the pre-
vailing methodologies for the management and dissemination of
information. This paradigm shift has the potential to profoundly
transform existing processes, including the updating and main-
tenance of medical data, the sharing and synchronization of pa-
tient medical records, the assembly and analysis of population
health data, and the tracking of prescribed medications through-
out the supply chain (Leeming, 2019). Specifically, blockchain
has the potential to control access to and distribution of sensi-
tive health information, enhance transparency and auditability
of healthcare service delivery, and improve data interoperability
across different systems and organizations (Monteil, 2019).

A multitude of studies, including those by Bell et al. (2018)
and Zhang et al. (2017), have delineated the pivotal prospective
contributions of blockchain technology to the field of health.
These objectives include the assurance of data security during
health information exchange, the facilitation of nationwide in-
teroperability of health data, and the provision of reliable track-
ing of medical devices and supply chains. The technology under
discussion has been demonstrated to facilitate the monitoring of
drug prescriptions, support the surveillance of aggregated health
events (leveraging Big Data analytics), and aid in patient identi-
fication and secure data sharing for scientific research purposes.
Moreover, blockchain technology has the potential to facilitate
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the establishment of autonomous and transparent governance
structures, such as those necessary for the management and
regulation of supplementary health insurance (Bell et al., 2018;
Zhang et al., 2017;. In the context of H1s, blockchain technology
offers innovative solutions that have the potential to enhance the
functionality and security of these systems to a considerable de-
gree. At present, EMRs are generally stored in centralized data
centers, with access frequently restricted to hospital networks
and healthcare providers. This restriction can limit interopera-
bility and patient control over data (Gropper, 2016). Blockchain
technology is a decentralized digital ledger that utilizes cryptog-
raphy for secure and transparent data storage, facilitating com-
prehensive and tamper-proof patient medical history records.

This approach ensures the immutability and confidentiality
of medical records while concurrently enhancing the efficiency of
administrative processes. For instance, blockchain has the poten-
tial to reduce the time required to resolve insurance claims and
improve efficiency in generating insurance quotes by providing
transparent and verifiable transaction records. Furthermore, the
secure maintenance of patients’ comprehensive medical histo-
ries through blockchain technology has been demonstrated to fa-
cilitate more precise and timely medication recommendations by
physicians, thereby enhancing personalized healthcare services
and patient safety (Gropper, 2016; Samuel, 2016). The potential
applications of blockchain technology in H1s are manifold. These
applications include the validation of patient data, the manage-
ment of EHRS, and the tracking of research methods to manufac-
ture safer medicines. Ensuring proper interoperability, integrity,
and privacy of patient information is paramount in all of these
applications. Moreover, the implementation of blockchain tech-
nology is intended to ensure transparency and auditability in the
management of patient information. Most importantly, it seeks to
establish robust governance frameworks that ensure proper con-
trol, accountability, and secure handling of sensitive health data
throughout its lifecycle (Engelhardt, 2017; Kho, 2018; Randall et
al., 2017). These mechanisms are critical to fostering trust among
patients, healthcare providers, and regulatory bodies, while fa-
cilitating compliance with legal and ethical standards.
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1.1.4.2 Blockchain contributing to interoperability in HIS

To maintain patient privacy in the context of data exchange with
other institutions within the health ecosystem, it is imperative

to implement robust access control mechanisms, ensure the in-
tegrity of data provenance, and ensure data interoperability. The

interoperability of medical data between healthcare institutions

and patient portals on HIs is a promising application of block-
chain technology. As this technology matures, its potential to

revolutionize all aspects of health care increases, and this is be-
coming increasingly evident (Hasselgren et al., 2020). A plethora
of challenges pertaining to the interoperability of medical data
across disparate H1s have been documented in the extant litera-
ture. In certain cases, there is a necessity to interweave disparate

computational technologies to facilitate the exchange of data be-
tween different H1s, either due to institutional policies or the ab-
sence of a structured framework in existing standards. Therefore,
it is imperative to underscore that the predominant blockchain

technology solutions for the interoperability challenges encoun-
tered in disparate H1s were examined in numerous articles with-
in the study by Peterson et al. (2016) and Zhang et al. (2018). In

these articles, the authors elucidate the interoperability achieved

in H1s through the utilization of HL7 FHIR-related features. An

alternative approach that was identified involved the implemen-
tation of a translator component as a gateway to the data blocks,
employing a different standard for translating formats (Roehrs

etal., 2017).

1.1.4.3 Blockchain main features

It is important to highlight that blockchain technology ossesses
four fundamental features, as outlined by Sultan et al. ? 018):

Immutable: blockchain acts as a permanent and tamper- proof
ledger of transactions. Once a block is added to the chain, it can-
not be altered or deleted, thereby ensuring a reliable and veri-
fiable transaction record. (2) Decentralized: the blockchain is
stored as a distributed ledger accessible and replicated across
multiple nodes in the network. This decentralized architecture
eliminates reliance on a central authority, enhancing resilience
and reducing single points of failure. (3) Consensus-driven:
each block in the blockchain is independently verified through
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consensus mechanisms that define specific rules for block vali-
dation. These mechanisms often require participants to demon-
strate a resource-intensive proof of work or similar effort (as
exemplified by Bitcoin mining) to confirm transactions, thereby
ensuring trustworthiness without the need for intermediaries. (4)
Transparent: blockchain maintains a fully transparent transac-
tion history, which is accessible to all participants in the network.
This openness facilitates auditing and creates a provenance trail
that allows for comprehensive tracking of the lifecycle and own-
ership of assets.

1.1.5 Related works combining data provenance
and blockchain in HIS applications

This section presents related works that combine data prove-
nance and blockchain technology in His applications. The selec-
tion of studies was made with a focus on two criteria: relevance
and alignment with the overarching theme of this research.

1. The initial study, entitled “Integrating blockchain for data
sharing and collaboration in mobile healthcare applications”
(Liang et al., 2017), is highlighted. The authors proposed an
innovative, user-centric solution for health data sharing
that leverages a mobile, user-controlled blockchain frame-
work for cloud-based pHR sharing. Their approach employs
algorithm-driven techniques for data provenance collection,
utilizing blockchain technology. Consequently, the solution
incorporates an algorithm capable of managing the prove-
nance of mobile health (mHealth) data while ensuring data
integrity and preserving user privacy.

2. The second study is entitled “Using Prov and blockchain to
achieve health data provenance” (Massi et al., 2018). The au-
thors propose a decentralized approach to managing health-
care data in EHR systems, grounded in blockchain technolo-
gies and the W3C prov model, as a solution to the prevailing
challenges. The solution employed by the aforementioned
entities utilizes recognized international standards to en-
sure the interoperability of health data systems. The pro-
posed framework integrates open systems with blockchain
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and the W3C prov model, thereby enhancing the security,
traceability, and immutability of health records.

3. In the third study, titled “Research on personal health data
provenance and right confirmation with smart contract,”
the authors proposed a data provenance model called Prov-
Chain. This model was developed to address issues such as
data leakage, misuse, and the unauthorized acquisition
of personal health information. The PRovV-Chain model is
built upon blockchain technologies and the opm (Gong et
al., 2019). The model has been designed for PR applications
within the context of IoT environments, with the objective of
ensuring secure data sharing and accountability. The evalu-
ation of pProv-Chain demonstrated its effectiveness in en-
suring the traceability of personal health data, while also
reinforcing users’ rights over their own data and enhancing
the overall security and integrity of His.

4. The fourth study, titled “Secure and provenance enhanced
internet of health things framework: A blockchain man-
aged federated learning approach,” is situated within the
context of the Internet of Health Things (IouT) (Rayhman
et al., 2020), where ensuring data accuracy, security, integ-
rity, and quality is fundamental for stakeholder trust and
the effective adoption of IonT-based solutions. In response
to these demands, the authors propose a hybrid federated
learning model in which intelligent blockchain-based smart
contracts coordinate and manage the training processes.
To guarantee complete privacy and anonymity of sensitive
IoHT data, the proposed model was evaluated using several
machine learning applications developed for clinical trials
involving patients with covip-19. The findings of the study
demonstrated that the model effectively preserves data
confidentiality while maintaining performance, thereby
demonstrating significant potential for the broader adop-
tion of IoHT-based PHR systems in health management.

5. The fifth study, entitled “Decentralised provenance for
healthcare data,” presents a platform for managing the
provenance of EHRs. This platform can be implemented in
existing EHR systems (Margheri et al., 2020). The authors
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utilize blockchain technology in conjunction with FHIR to
represent EHRS. A proxy component transparently inter-
cepts modifications made to EHR and subsequently triggers
a smart contract responsible for generating provenance
annotations using the W3C prov standard. These annota-
tions, meticulously structured as PrRov documents, are then
securely recorded and stored on a hyperledger fabric block-
chain. This approach ensures tamper-resistant provenance
tracking, thereby enabling transparency, traceability, and
verifiability of all changes applied to health records within
a decentralized and auditable environment.

Consequently, the related works presented herein will serve as a
foundation for some of the analyses carried out in this article, as
they are potential studies with the theme addressed here.

2 METHODOLOGY

As this article constitutes an expansion of the study by Sembay
et al. (2022), the methodology applied herein follows the same
premises described, with certain modifications in relation to the
incorporation of new analyses for novel reflections. In terms of
its nature, this study is classified as basic research, as it is not
primarily concerned with immediate application, but rather is
embedded in an academic and disciplinary context that focuses
on theoretical understanding and analytical rigor (Schauz, 2014).
With regard to the methodological procedures, the research
is identified as a bibliographic study, understood as any investi-
gation that involves the collection and analysis of information
derived from previously published materials (Allen, 2017). In
terms of its objectives, this study assumes an exploratory char-
acter, a quality often associated with pilot or feasibility studies.
Such studies are essential in assessing the viability and poten-
tial value of progressing with a research design or intervention
(Hallingberg et al., 2018). Furthermore, the study employs a qual-
itative approach, which aims to comprehend the dimensions of
social reality through nonnumerical data, typically producin
and analyzing textual information (McCusker & Gunaydin, 2015).
It is also imperative to emphasize that certain analytical and in-
terpretative methodologies employed in this research are rooted
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in the frameworks and methodologies developed by Coimbra and
Dias (2021) and Gontijo et al. (2021), which serve as the founda-
tion for the critical examination of the selected literature.

To analyze the primary data provenance application rela-
tions as defined by Simmhan et al. (2005) with the blockchain
features as presented by Sultan et al. (2018), the following fea-
tures have been considered: (1) Highly relevant: which has a di-
rect effect on data—represented by the symbol &, (2) Relevant:
which has an indirect effect on data—represented by the symbol
X, and (3) Unidentified: no relation defined—represented by the
symbol R. A literature review was conducted to examine the ex-
isting connections between data provenance and blockchain, as
initially outlined in the foundational works of Simmhan et al.
(2005) and Sultan et al. (2018). A comprehensive review of the ex-
tant literature was conducted, identifying five studies published
between 2017 and 2020 that contributed significantly to the the-
matic core of this article. The selection of these related works
was guided by their alignment—either direct or indirect—with
the conceptual relationships proposed in the studies of Simmhan
et al. (2005) and Sultan et al. (2018). Accordingly, the analytical
framework of this study was structured around the following
guiding research questions: (1) What are the existing relation-
ships between data provenance and blockchain technologies?
(2) How can the integration of data provenance and blockchain
contribute to applications in H1s? (3) What types of data interop-
erability patterns emerge from the combined use of data prov-
enance and blockchain in H1s? These inquiries were addressed
through a meticulous content analysis of the selected literature,
thereby facilitating a critical evaluation of the theoretical and
practical intersections between provenance, blockchain, and His.
Consequently, the subsequent section will present analyses that
demonstrate how the integration of data provenance and block-
chain technology contributes to the success of H1s applications,
drawing upon the extant literature on the subject.

3 RESULTS

The results of the analyses presented in this section extend the
findings originally reported by Sembay et al. (2022).
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3.1 Identifying the relationships between key applications
of data provenance and core blockchain f)elatures

As demonstrated in Table 1, a comparison is presented between
the key applications of data provenance and the core features of
blockchain technology. This comparison is supported by the find-
ings of studies by Simmhan et al. (2005) and Sultan et al. (2018).
The objective of this comparison is twofold: first, to verify the
technological compatibility between the two approaches and,
second, to identify potential points of convergence. The relation-
ships that were identified are outlined below.

Table 1. Identification of the relations between data provenance
and blockchain. Note. Sembay et al. (2022).

Core features of
blockchain technology

c
(2}
= —
£ ° X @
o > © s
(=] ) = [=]
s & 5 oz
5 5 8 -
= O o E
Informational ® O] ® O)
Attribution O @ () [ )
Key applications
of data Replication recipes () O) [ [ )
provenance
Audit trail () [ ) [ O
Data quality ® ® ® ®

® Highly relevant: which has a direct effect on data;
@ Relevant: which has an indirect effect on data;
O Unidentified: no relation defined.
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In the study by Sembay et al. (2022), the authors conducted an
analysis in Table 1 to identify relationships between the main ap-
plications of data provenance and the characteristics of block-
chain. The following observations were made: applications
related to the informational identity demonstrated relevant rela-
tionships with all characteristics &ransparent, consensus-driv-
en, decentralized, and immutable). As demonstrated in Table 1,
informational applications exhibit relevant connections with all
blockchain features (transparent, consensus-driven, decentral-
ized, and immutable), since data discovery benefits from each
of these aspects. Attribution applications are closely related to
transparent and consensus-driven processes, as they facilitate
the establishment of authorship and ownership through the utili-
zation of a verifiable data history. Additionally, strong links have
been identified between decentralized systems and those that are
immutable, given the paramount importance of accountability
in the replication of data and the potential for errors to occur. In
the context of replication recipes, consensus-driven mechanisms
assume paramount importance, as trust verification ensures the
accurate reproduction of data for new experiments. The trans-
parency, decentralization, and immutability of blockchain tech-
nology further enhance this process by maintaining an unal-
terable and distributed record of transactions. In the context of
audit trail applications, the attributes of transparency, consen-
sus-driven processes, and decentralization are of paramount im-
portance, as they ensure the traceability and reliability of data
across networks. However, a direct correlation with immutable
data has not been established. In the context of data quality ap-
plications, the full suite of blockchain features is pertinent, as
provenance-based quality assurance depends on transparent,
immutable, and decentralized data records.

The analysis indicates that audit trail and replication ap-
plications exhibit a strong alignment with blockchain capabili-
ties, underscoring the manner in which data provenance, when
integrated with blockchain, can enhance data integrity, secu-
rity, confidentiality, and reliability across multiple domains. In
this sense, as indicated in the analysis conducted in the study
by Sembay et al. (2022), it is evident that blockchain technology
can be employed to minimize aspects related to data provenance,
traceability, and data authority guarantee. Indeed, the integra-
tion of data provenance with blockchain technologies has been
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demonstrated to enhance data reliability and traceability, there-
by providing tamper-proof information regarding the origins
and transformations of data.

3.2 Relations between data provenance and
blockchain applied in HIS

In this section, the related works presented in this article are
analyzed based on the study by Sembay et al. (2022). The objec-
tive of this analysis is to determine whether the works consid-
er the relationships found in Table 1, specifically applied to HIs.
Consequently, Table 2 presents related studies that explore the
combined application of data provenance and blockchain tech-
nology within His.

Table 2. Analysis of related works that combine data provenance
and blockchain in HIs. Note. Sembay et al. (2022).

Identifying the
Technologies relationships
Authors/  and frame- Block- Different  between key
ears works for da- chain-based forms applications of
! systems of HIS data provenance

ta provenance
P and core block-

chain features

Data provenance

(informational,

replication rec-
Smart con- ipes, audit trail,

Margheri i
etal. W3C PROV tht/hYPef' EHR aqd data quall.ty)
(2020) ledger fabric with blockchain

blockchain (transparent,
consensus-driven,
decentralized,
and immutable)
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Authors/
years

Technologies
and frame-
works for da-

ta provenance

Block-
chain-based
systems

Different
forms
of HIS

Identifying the
relationships
between key
applications of
data provenance
and core block-
chain features

Rayhman
etal.
(2020)

Algorithms
based on data
provenance

Smart
contract

PHR

Data provenance
(informational,
audit trail, and
data quality)

with blockchain
(consensus-driven,
decentralized,

and immutable)

Gong et
al. (2019)

PROV-Chain
based on
theoPm

Smart
contract

PHR

Data provenance
(informational
and attribution)
with blockchain
(transparent,
consensus-driven,
decentralized,
and immutable)

Massi et
al. (2018)

W3CPROV

Blockchain
decentralized

Data provenance
(informational,
replication rec-
ipes, audit trail,
and data quality)
with blockchain
(consensus-driven,
decentralized,

and immutable)

Liang et
al. (2017)

Algorithms
based on data
provenance

Data sharing
based on

blockchain

PHR

Data provenance
(audit trail and
data quality)
with blockchain
(transparent, de-
centralized, and
immutable)
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As demonstrated in Table 2 of the study by Sembay et al. (2022),
the analysis emphasizes that data provenance technologies are
classified into models—specifically, W3C pProv and opm—and
algorithmic techniques based on data provenance applied to H1s.
The W3C prov model facilitates interoperable exchange of prov-
enance information across heterogeneous environments, such as
networks. Its structural definition encompasses entities, activi-
ties, and agents engaged in data production or utilization, estab-
lishing four fundamental properties: wasGeneratedBy, wasAssoci-
atedBy, wasAttributedTo, and used (Gil & Miles, 2013). In contrast,
the opm endeavors to embody provenance for all entities, irre-
spective of their material or immaterial nature. It does so by elu-
cidating the causal relationships between events that exert an
influence on digital or physical objects through a directed acyclic
graph (Moreau et al., 2009; Open Provenance Model, 2010). It is
important to acknowledge that the opm model has since been
replaced by the W3C prov standard. With respect to blockchain
technologies, the applications are predominantly driven by smart
contracts, followed by hyperledger fabric blockchain, blockchain
decentralized, and data sharing based on blockchain. With re-
spect to HIs types, the majority of applications target PHR, fol-
lowed by EHR. Personal health records are frequently established
and overseen by patients themselves, with accessibility occurring
via desktop computers, web browsers, or mobile devices, includ-
ing smartphones or portable storage devices (Liu et al., 2011).
Conversely, EHRs comprise extensive, interinstitutional, and lon-
gitudinal collections of patient health data, which are essential
not only for clinical treatment evaluation but also for more com-
prehensive health management (Hoerbst & Ammenwerth, 2010).
As indicated by Table 2, the relationships identified between
data provenance and blockchain across the five reviewed studies
correspond closely to those in Table 1, maintaining the same or-
der of relevance. Moreover, the extant literature suggests a grow-
ing trend in the adoption of data provenance in conjunction with
blockchain technologies within H1s, which contributes positively
to health data management. However, it should be emphasized
that the scope of the analyzed studies is limited to specific combi-
nations of data provenance and blockchain technologies applied
to HIs, as aligned with the article’s focus. It is noteworthy that
other literature may present alternative combined technologies
and successful implementations in various health contexts. This
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assertion is supported by studies such as Puel et al. (2014), Macedo
etal. (2015, 2019), and Sembay et al. (2023). Consequently, as illus-
trated in Table 2 of the Sembay et al. (2022) study, it is imperative
to acknowledge the potential of a combined approach involving
data provenance and blockchain in His. This integration has the
capacity to induce alterations within the ecosystem of the health
sector, thereby fostering trust and enhancing efficiency, thus
leading to an improvement in patient treatment. Additionally, it
facilitates the secure and transparent dissemination of health
information stored in the His, thereby enhancing the accessibili-
ty of these data to external health institutions that require them
to continue patient treatment. In this manner, the blockchain
provides the requisite resources to guarantee data provenance
in H1s. Nevertheless, challenges may arise due to technological
factors, yet these present more advantages than disadvantages.

3.3 Main standards of interoperability Lound
between data provenance and blockchain

In this section, the related works previously described are ana-
lyzed with respect to the use of the primary data interoperability
standards in H1s. Consequently, Table 3 provides a comprehen-
sive analysis of the study’s findings.

Table 3. Analysis of the main standards of interoperability found
in related works that combine data provenance and
blockchain in His. Note. Prepared by the authors.

Types  Main standards

Authors/Years of HIS  of interoperability used

Margheri et al. (2020) EHR  HL7FHIR, IHE, DICOM, XDS

Rayhman et al. (2020) PHR  ETL

Gong et al. (2019) PHR  ETL

Massi et al. (2018) EHR  HL7FHIR, IHE, DICOM, XDS, CDA
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Types  Main standards

Authors/Years of HIS  of interoperability used

Liang et al. (2017) PHR  ETL

In the study by Margheri et al. (2020), the authors present the
importance of utilizing HL7 FHIR, IHE, DICOM, and XDs in EHR.
The authors posit that these interoperability standards facilitate
the formulation of strategies by policymakers and project co-
ordinators, ensuring software sustainability and safeguarding
investments, while concurrently enhancing patient data secu-
rity and the quality of care provided by healthcare institutions.
Additionally, the use of these standards is said to optimize the
combined use of data provenance and blockchain technologies in
the health services offered by the His. In the study by Rayhman
etal. (2020), the authors report the use of mHealth devices in PHR
in the context of the IoHT, based on the eTL standard. This con-
tributes to the collection of health data from various sources of
mobile devices, its transformation according to the needs of the
database, and its loading into a database where the necessary
correlations occur for the use of these health data by the specialist
professional. In this regard, the utilization of the ETL standard in
the pHR facilitates the consolidation and presentation of trans-
action data from a data warehouse or other health database, en-
suring its perpetual availability for viewing. Consequently, this
enables the efficacy of data provenance processes in conjunction
with blockchain technologies, particularly in IoHT scenarios,
within the context of H1s.

In the study by Gong et al. (2019), the authors explore the
integration of mHealth devices within hospital settings, particu-
larly within the context of pHRs. The utilization of ETL processes
plays a pivotal role in this context, facilitating the upload of com-
prehensive health data from these devices. Additionally, ETL con-
tributes to the extraction of data, the maintenance of a copy of
the most recent extraction, and the subsequent transfer of these
data to a secure health database. Consequently, the utilization
of ETL for the processes involved in data provenance and block-
chain applied in the context of PHR contributes to the tracking of
health data in these scenarios. In the study by Massi et al. (2018),
the authors mention the use of HL7 FHIR, IHE, DICOM, XDS, and
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CDA to contribute to the existing limitations of interoperability in
EHR systems. The authors posit that the established criteria con-
tribute to the system they have proposed, which utilizes block-
chain technology to manage the provenance of health documents.
This system is designed to seamlessly integrate into existing EHR
deployments. In the study conducted by Liang et al. (2017), the
authors posited that the dissemination of health data among in-
stitutions necessitates the establishment of a secure data sharing
infrastructure. However, there are several challenges related to
privacy, security, and interoperability. In this regard, the utiliza-
tion of the ETL standard for mHealth devices to populate health
databases plays a pivotal role in facilitating the implementation
of blockchain technologies for the management of data prov-
enance in PHR and the development of novel iterations of EHR,
featuring user-centric access control and privacy preservation
mechanisms.

Therefore, the interoperability standards highlighted in
each study analyzed in Table 3 demonstrate that they are criti-
cal requirements for H1s. Notwithstanding the extant limitations
that may imperil patient safety, the interoperability standards
delineated in Table 3 are the most widely utilized and contrib-
ute to ameliorating the preponderance of limitations in the ex-
change of health data between disparate H1s. In conclusion, an
evident correlation was identified among the patterns exhibited
in Table 3. These patterns collectively contributed to enhancing
the requirements concerning the tracking of health data, as well
as the security and immutability of these data when utilizing
blockchain technologies in HIs.

3.4 Summary and reflections of the analysis presented
This section presents a synopsis of the analysis performed, as il-
lustrated in Figure 1. The analysis was conducted using data from

Tables 1-3, and it highlights the significance of the elements iden-
tified during the course of the study.
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Figure1. Summary of analysis. Note. Prepared by the authors.

Figure 1 presents the primary elements identified in the analy-
sis, underscoring the significance of integrating data provenance
and blockchain within the framework of His. With regard to
Figure 1, the following observations can be made: (1) It was ob-
served in the studies that the EHRrR and PHR are, in fact, the most
used H1s. Making a general analysis of these two systems, the fol-
lowing reflections stand out: the EHR is the most used by doctors
to improve the quality of care, having as its main advantage the
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availability of medical information between providers; the EHR
and PHR reside on different platforms under various technologies
and standards; and PHR allows the integration of the main infor-
mation components in the EHR systems. Thus, it is important to
emphasize that the integration of medical information into EHR
and pHR leads to a dramatic change in personalized care; (2)
Regarding the main applications of data provenance (data qual-
ity, audit trial, replication recipes, attribution, and information-
al) that intertwine with blockchain characteristics (immutable,
decentralized, consensus-driven, and transparent) in the con-
text of HIs, it can be stated that data provenance and blockchain
when combined in the context of His, mainly in EHR and PHR,
result in benefits for this context. In this sense, data provenance
is the foundation of medical data quality and patient privacy,
and blockchain contributes to the creation and management of
provenance records, both in the context of EHR and PHR; and (3)
Regarding data provenance technologies and models (W3C prov,
prOV-Chain, opm, and algorithms based on data provenance)
together with blockchain technologies (smart contract, hyper-
ledger fabric blockchain, data sharing based on blockchain, and
blockchain decentralized) result in several challenges encoun-
tered in data interoperability issues in EHR and PHR. A signifi-
cant challenge confronting the field is the establishment of sys-
tem interoperability, defined as the standardization of data and
information that can be read, understood, and accessed from any
health unit, whether public or private. In this sense, the utiliza-
tion of these technologies and models of data provenance and
blockchain underscores the nexus that pertains to interoperabil-
ity and integration of health data (HL7 FHIR, DICOM, IHE, ETL,
cpa, and XDs).

While these standards do not address all interoperabil-
ity issues, they aim to align with the requirements of EHR and
PHR, thereby enhancing the quality of care and the efficiency of
healthcare services. Furthermore, these standards are designed
to facilitate the secure exchange of health data between EHRS
and PHRs, thereby promoting interoperability and enhancing
patient care.
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4 DISCUSSION

The findings of this study underscore the significance of integrat-
ing data provenance and blockchain technology to enhance effi-
ciency, security, and interoperability in H1s, particularly within
the domains of EHR and PHR. As the analysis indicates, EHRs re-
main the primary instrument utilized by healthcare professionals
to ensure the delivery of quality care. Conversely, PHRS promote
the integration of patient information across multiple platforms,
thereby fostering a more personalized care approach. The inter-
section of data provenance and blockchain has demonstrated
considerable potential. Provenance contributes attributes such
as traceability, auditing, information quality, and attribution of
authorship, which are essential for guaranteeing the integrity of
medical data. The blockchain technology under discussion in this
paper is characterized by its immutability, decentralization, and
transparency. These characteristics contribute to the establish-
ment of a robust layer of security and reliability. The integration
of these technologies, as Sembay et al. (2022) have noted, has
been demonstrated to enhance the creation of reliable and au-
ditable records, thereby reducing risks and strengthening confi-
dence in the use of H1s. The authors declare that they have no
known competing financial interests or personal relationships
that could have appeared to influence the work reported in this
paper.

The analysis identified that, despite the potential of these
technologies, significant challenges related to interoperability
persist. The heterogeneity of standards and platforms adopted by
EHR and PHR systems engenders challenges in the seamless in-
tegration of data. Technologies such as W3C prov, PrRoV-Chain,
opPM, smart contracts, and hyperledger fabric blockchain, when
associated with interoperability standards such as HL7 FHIR,
DICOM, IHE, CDA, and XDs, seek to mitigate these challenges.
Despite these advancements, the pursuit of complete standard-
ization remains unfinished, as technical and institutional bar-
riers persist. From a pragmatic standpoint, the findings of this
study underscore the feasibility of enhancing health data inte-
gration through the joint implementation of data provenance
and blockchain technology. This approach is proposed as a meth-
od to guarantee the integrity, security, and effective dissemina-
tion of information. The study makes a theoretical contribution
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to the field by offering insights into the complementarity between
these technologies. This understanding can inform the develop-
ment of future models for more secure and interoperable Hi1s ar-
chitecture. From a political standpoint, the findings underscore
the necessity for public and regulatory policies that promote the
utilization of open standards and reliable technologies for health
data management.

However, it is important to note that this research is not
without its limitations. The analysis was primarily based on sec-
ondary studies and a limited sample of related work. It should
be noted that no empirical experiments or direct surveys were
conducted in actual HIs environments. Furthermore, given the
perpetual evolution of technology, it is important to note that
the results may not fully capture the most recent advancements.
These factors may limit the generalizability of the findings and
necessitate caution when extrapolating the results. In summa-
ry, the findings suggest that integrating data provenance with
blockchain technology holds potential for enhancing the quality,
security, and interoperability of His. The future of this field will
be determined by three factors: greater standardization, prac-
tical experimentation, and collaboration between technological
agents, health professionals, and public policy makers.

5 CONCLUSION

The analysis described in this article suggests that data prove-
nance applications combined with blockchain have the potential
to be promising in a variety of application sectors, as illustrat-
ed in Table 1. In this sense, as illustrated in Table 1, it was pos-
sible to understand that the relationships found may be direct-
ed to the H1s, specifically the EHR and PHR, as shown in Table 2
in the analysis carried out in the works presented. Therefore, as
indicated by the findings presented in Table 2, it is evident that
alterations in the EHR and PHR ecosystem may transpire. To ad-
dress this, it is imperative to identify suitable models, methods,
techniques, and methodologies that will empower health organi-
zations to store provenance records. These records, in turn, must
be shared and tracked by the blockchain structure, thereby mit-
igating the risk of data tampering. This approach serves to mit-
igate the complexity encountered by H1s when confronted with
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substantial volumes of health data, which necessitates secure
and reliable management. The integration of blockchain technol-
ogy with data provenance holds considerable promise in this re-
gard. Furthermore, an analysis of Table 2 suggests that the most
prominent HIs in the studies are: EHR and PHR. This is because
the EHR is used as the standard medical record used in several
countries in their respective H1s, and the PHR is the most conve-
nient for patients and healthcare professionals who can monitor
health data remotely via mobile devices, especially in times of
pandemic, as was the case with covip-19.

Another salient point pertains to the data interoperability
standards delineated in Table 3, which concerns the amalgama-
tion of data provenance and blockchain in His, particularly in
the context of EHR and PHR. These standards contribute to the
normalization and interoperability of health data in the afore-
mentioned H1s. However, challenges persist, particularly with
regard to the security and privacy of patient data. This indicates
that, given the existence of multiple H1s, health institutions have
prioritized standardizing clinical procedures to ensure uniformi-
ty in practice and establishing systems to facilitate the exchange
of data and information across different His. The analysis, as de-
picted in Figure 1, demonstrates that the integration of data prov-
enance and blockchain in EHR and PHR systems, despite the chal-
lenges associated with this integration, offers significant benefits.
Figure 1 underscores a mounting trend in the implementation of
blockchain technology for the management of healthcare docu-
ment provenance, exhibiting the capacity for seamless integra-
tion across disparate healthcare institutions. This approach fa-
cilitates the secure management of document provenance while
ensuring data privacy.

Finally, as a suggestion for future research, it is recommend-
ed to undertake a more comprehensive and detailed systematic
literature review that extends beyond the scope of this study. A
rigorous investigation should be undertaken to ascertain the ex-
istence of any additional applications and integrations of data
provenance combined with blockchain technology across vari-
ous HIs. This includes a thorough presentation of the principal
methods, techniques, models, and methodologies employed in
conjunction with data provenance and blockchain within differ-
ent HIS contexts. Furthermore, subsequent research endeavors
should investigate the operational dynamics of integrating data

Data provenance and blockchain: An approach in the context of health information systems | 109



provenance and blockchain within H1s environments that incor-
porate advanced technologies, such as cloud computing and the
IonT. Additionally, these studies should examine their interac-
tions with a1 applications in medicine. It is imperative to com-
prehend these relationships to ascertain how this technological
synergy can enhance data security, interoperability, transparen-
cy, and decision-making processes in healthcare. Indeed, a more
in-depth study on the combined use of data provenance and
blockchain has the potential to offer significant contributions
by clarifying the specific challenges faced in these implementa-
tions. Furthermore, it would facilitate the identification of the
most effective technological architectures and frameworks that
maximize the benefits of this integration, thereby supporting the
successful deployment and adoption of these innovations across
diverse HIs.
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